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15/03/2000 


(Earliest) Priority Date (day/month/year) 
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Applicant 
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This International Search Report has been prepared by this International Searching Authority and is transmitted to the applicant 
according to Article 1 8. A copy is being transmitted to the International Bureau. 

This International Search Report consists of a total of 2 sheets. 

[X] It is also accompanied by a copy of each prior art document cited in this report. 



1 . Basis of the report 

a. With regard to the language, the international search was carried out on the basts of the international application in the 
language in which it was filed, unless otherwise indicated under this item. 



□ 



the international search was carried out on the basis of a translation of the international application furnished to this 
Authority (Rule 23.1(b)). 



b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 
was carried out on the basis of the sequence listing : 

| | contained in the international application in written form. * 
filed together with the international application in computer readable form, 
furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readble form. 



2. 
3. 



□ 
□ 
□ 
□ 

□ 

□ 
□ 



the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

the statement that the information recorded in computer readable form is identical to the written sequence listing has been 
furnished 

Certain claims were found unsearchable (See Box I). 
Unity of Invention Is lacking (see Box II). 



4. With regard to the title, 

| X | the text is approved as submitted by the applicant. 

[ | the text has been established by this Authority to read as follows: 



With regard to the abstract, 

[X] the text is approved as submitted by the applicant. 

I I the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box III. The applicant may, 
' — ' within one month from the date of mailing of this international search report, submit comments to this Authority. 

The figure of the drawings to be published with the abstract is Figure No. 4 



PH as suggested by the applicant. Q None of the figures. 

| | because the applicant failed to suggest a figure. 

| | because this figure better characterizes the invention. 
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"P" document published prior to the international filing date but 
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"T H later document published after the international filing date 
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"X" document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document is taken alone 
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1. The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the international application. 



2. A copy of the report and its annexes, if any, is being transmitted to the International Bureau for communication 
to all the elected Offices. 



3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of the 
report (but not of any annexes) and will transmit such translation to those Offices. 



4. REMINDER 

The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices) (Article 
39(1)) (see also the reminder sent by the International Bureau with Form PCT/IB/301). 



Where a translation of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary examination report. It is the applicant's 
responsibility to prepare and furnish such translation directly to each elected Office concerned. 



For further details on the applicable time limits and requirements of the elected Offices, see Volume ILof the / 



PCT Applicant's Guide. 
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Applicant's or agent's file reference 
RCA89462 


priD ci idtucd A^-rirkM See Notification of Transmittal of International 

l-UH rUnlncn ACTION Preliminary Examination Report (Form PCT/IPEA/416) 


International application No. 
PCT/US00/06834 


International filing date (day/month/year) 
15/03/2000 


Priority date (day/month/year) 
15/03/1999 


International Patent Classification (IPC) or national classification and IPC 
H04N5/913 


Applicant 






THOMSON LICENSING S.A. et al. 







1. This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 

2. This REPORT consists of a total of 5 sheets, including this cover sheet. 

IS This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of 4 sheets. 



3. This report contains indications relating to the following items: 

Basis of the report 
Priority 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 
Lack of unity of invention 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations suporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 
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II 
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III 
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IV 
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V 


is 


VI 
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Vill 


IS 



Date of submission of the demand 
04/10/2000 


Date of completion of this report 
25.06.2001 


Name and mailing address of the international 
preliminary examining authority: 

^ European Patent Office 
{fljl D-80298 Munich 
C^' Tel. +49 89 2399 - 0 Tx: 523656 epmn d 
Fax: +49 89 2399 - 4465 


Authorized officer ^zzr^ 

Zanella, C ({ J^l )) 

Telephone No. +49 89 2399 8960 ^Ss^^ 



Form PCT/IPEA/409 (cover sheet) (January 1994) 



INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCT/US00/06834 



I. Basis of the report 

1 . With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70. 1 7)): 
Description, pages: 

1-19 as originally filed 

Claims, No.: 

1-16 as received on 23/04/2001 with letter of 20/04/2001 

Drawings, sheets: 

1/5-5/5 as originally filed 

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

the claims, Nos.: 1-13 
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□ the drawings, sheets: 



5. □ This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 



6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 



Novelty (N) 


Yes: 


Claims 


1-8,10 




No: 


Claims 


9,11-16 


Inventive step (IS) 


Yes: 


Claims 


1-8,10 




No: 


Claims 




Industrial applicability (IA) 


Yes: 


Claims 


1-16 




No: 


Claims 





2. Citations and explanations 
see separate sheet 



VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 



VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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ITEM V 



The subject-matter of claims 1-8,10 appears to involve an inventive step having 
regard to the nearest prior art represented by D1=EP-A-0 858 184 (NDS LTD) 12 
August 1998 (1998-08-12), since this document discloses a method for managing 
access to a scrambled program, comprising a device 110 (see fig. 1 ) which receives a 
scrambled program comprising scrambled data and a descrambling key (ECM), in 
which said descrambling key is rebundled (TECM key) and in which said scrambled 
data with said rebundled descrambling key are recorded (by 130). 

Said descrambling key is then obtained from said rebundled descrambling key 
so that scrambled data can eventually be descrambled by the same device 1 1 0. 

The method steps of claim 1 are thus obtained by two passes performed by the 
same device 110 after recording of the data. 

The claimed subject-matter of claim 1-8,10 differs in that it suggests that the 
above steps should be performed by two separate devices; an incoming scrambled 
program can thus be processed in real time and recording of data is no longer 
necessary. It is thus found that the subject-matter of claims 1 -8,1 0 satisfies the 
requirements of Art. 33(3) PCT. 

The subject-matter of claims 9, 11-16 lacks novelty having regard to the 
disclosure of D1 (see fig.1 and the relevant passages of the description relating to this 
figure, when recorder 130 and IRD 1 10 represent the claimed first and second devices) 
and therefore does not satisfy the requirements of Art. 33(2) PCT. 

The presently claimed subject-matter relates to the field of electronics and in 
particular to the design of electronic devices which are then manufactured by the 
industry. The present claims possess thus industrial applicability. 



ITEM VII 



Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant prior art 
disclosed in document D1 is not mentioned in the description, nor is this document 
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identified therein. 



ITEM VIII 



The subject-matter of claim 1 suggests that two different, or separate devices, 
should perform the steps which are on the other hand executed in two successive 
passes by the device disclosed by document D1 . This appears to be the only 
difference from the prior art which is, however, not sufficiently highlighted by claim 10. 

The subject-matter of this latter claim could therefore be open also to other 
interpretations and more in particular is found not to be sufficiently distinguished from 
the prior art disclosed by D1 . 
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Claims 



1 Method for managing access, within a network comprising a first device 
interconnected to a second device, to a scrambled program comprising: 

(a) receiving said scrambled program in said first device, said scrambled 
program comprising a scrambled data component and a 
descrambling key; 

(b) rebundling, in said first device, said descrambling key using a unique 
key associated with said first device; 

(c) receiving, in said second device, said scrambled data component 
and said rebundled descrambling key; 

(d) obtaining in said second device said descrambling key from said 
rebundled descrambling key; and 

(e) descrambling, in said second device, said scrambled data 
component using said descrambling key. 

2. The method of Claim 1 wherein said descrambling key is encrypted and 
the step of rebundling comprises: 

(a) decrypting said encrypted descrambling key using a key associated 
with said scrambled program; and 

(b) re-encrypting said descrambling key using said unique key 
associated with said first device to produce said rebundled 
descrambling key. 

3. The method of Claim 2 wherein said unique key associated with said first 
device is a public key, said public key being located in said first device and 
a corresponding private key being located in said second device. 



SUBSTITUTE SHEET (RULE 26) 





WO 00/56068 



PCT/US00/06834 



21 



5 

5. 
6. 

10 

7. 

15 

8. 



The method of Claim 2 wherein the step of rebundling is performed within 
a first smart card coupled to said first device and the steps of decrypting 
and descrambling are performed within a second smart card coupled to 
said second device. 

The method of Claim 1 further comprising the step of initializing said first 
device within said network. 

The method of Claim 5 wherein the step of initializing comprises the step 
of receiving said public key from a conditional access provider, said step of 
receiving comprising authentication of said conditional access provider. 

The method of Claim 5 wherein said public key is prestored in one of said 
smart card and said access device. 

The method of Claim 1 wherein said descrambling key is one of encrypted 
using a private means if said scrambled program is received from pre- 
recorded media and protected by a private means if said scrambled 
program is received from a service provider. 
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9. Method for managing access to a scrambled program comprising: 

(a) receiving, from a first device, said scrambled program comprising a 
scrambled data component and a rebundled descrambling key 
encrypted using a network key; 

(b) decrypting, in said second device, said rebundled descrambling key 
to generate said descrambling key; and 

(c) descrambling, in said second device, said scrambled data 
component using said descrambling key. 

10. Method for managing access to a scrambled program received from a 
service provider within a network having an access device and a presentation 
device, said method comprising: 

(a) receiving said scrambled program in an access device, said 
scrambled program comprising a scrambled data component and an 
encrypted descrambling key; 

(b) decrypting, in said access device, said encrypted descrambling key 
using a key associated with said service provider; 

(c) re-encrypting said descrambling key, in said access device, using a 
public key associated with said access device; 

(d) receiving, in said presentation device, said scrambled data 
component and said re-encrypted descrambling key; 

(e) decrypting, in said presentation device, said re-encrypted 
descrambling key to obtain said descrambling key; and 

(f) descrambling, in said presentation device, said scrambled data 
component using said descrambling key, 

1 1 . The method of Claim 9 wherein said scrambled program is prerecorded on 
media and provided to said access device, said encrypted descrambling key being 
received from said prerecorded media. 
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12. Method for recording a scrambled program received from a service 
provider, said method comprising: 

a. receiving said scrambled program in an access device, said 
scrambled program comprising a scrambled data component and an 
encrypted descrambling key; 

b. decrypting, in said access device, said encrypted descrambling key 
using a key associated with said service provider; 

c. re-encrypting said descrambling key, in said access device, using a 
public key associated with said access device; 

d. receiving, in a recording device, said scrambled data component and 
said re-encrypted descrambling key; and 

e. recording said scrambled data component and said re-encrypted 
descrambling key on media coupled to said recording device. 

13. The method of Claim 12 wherein said scrambled program is prerecorded 
on media. 
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18 
CLAIMS 

1. Method for managing access, within a network comprising a first device 

interconnected 
to a second device, to a scrambled program comprising: 
5 (a) receiving said scrambled program in said first device, said scrambled program 

comprising a scrambled data component and a descrambling key; 

(b) rebundling, in said first device, said descrambling key using a unique key 
associated with said first device; 

(c) receiving, in said second device, said scrambled data component and said 
1 0 rebundled descrambling key; 

(d) obtaining in said secQnd_dgvicj5_ said descrambling key from said rebundled 

descrambling key; and 

(e) descrambling, in said second device, said scrambled data component using said 
descrambling key. 

15 

2. The method of Claim 1, wherein said descrambling key is encrypted and the step of 
rebundling comprises: 

(a) decrypting said encrypted descrambling key using a key associated with said 
scrambled program; and 

20 (b) re-encrypting said descrambling key using said unique key associated with said 

first device to produce said rebundled descrambling key. 

3. The method of Claim 2 wherein said unique key associated with said first device is a 
public key, said public key being located in said first device and a corresponding private key 

25 being located in said second device. 

4. The method of Claim 2 wherein the step of rebundling is performed within a first 

smart 



card coupled to said first device and the steps of decrypting and descrambling are performed 
30 within a second smart card coupled to said second device. 
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5. The method of Claim 1 further comprising the step of initializing said first device 
within 

said network. 

6, The method of Claim 5 wherein the step of initializing comprises the step of receiving 
said 

public key from a conditional access provider, said step of receiving comprising 
authentication of said conditional access provider. 



10 



3- The method of Claim 5 wherein said public key_is_prestored is one of said smart card 

and 

said access device. 

15 8. The method of Claim 1 wherein said descrambling key is one of encrypted using a 
private 

means if said scrambled program is received from prerecorded media and protected by a 
private means if said scrambled program is received from a service provider. 

20 9. Method for managing access to a scrambled program comprising: 

(a) receiving, from a first device, said scrambled program comprising a scrambled 
data component and a rebundled descrambling key encrypted using a network 
key; 

(b) decrypting, in said second device, said rebundled descrambling key to generate 
25 said descrambling key; and 

(c) descrambling, in said second device, said scrambled data component using said 
descrambling key. 
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10. Method for managing access to a scrambled program received from a service provider 
within a network having an access device and a presentation device, said method 
comprising: 

5 (a) receiving said scrambled program in an access device, said scrambled program 

comprising a scrambled data component and an encrypted descrambling key; 

(b) decrypting, in said access device, said encrypted descrambling key using a key 
associated with said service provider; 

(c) re-encrypting said descrambling key, in said access device, using a public key 
10 associated with said access device; 

(d) — receivings in said presentation device, said scrambled datajcomponent and said 

re-encrypted descrambling key; 

(e) decrypting, in said presentation device, said re-encrypted descrambling key to 
obtain said descrambling key; and 

15 (f) descrambling, in said presentation device, said scrambled data component 

using said descrambling key. 

1 1. The method of Claim 9 wherein said scrambled program is prerecorded on media and 
provided to said access device, said encrypted descrambling key being received from 
said prerecorded media. 

20 

12. Method for recording a scrambled program received from a service provider, said 
method 

comprising: 

(a) receiving said scrambled program in an access device, said scrambled program 
25 comprising a scrambled data component and an encrypted descrambling key; 

(b) decrypting, iri said access device, said encrypted descrambling key using a key 
associated with said service provider; 

(c) re=encrypting said descrambling key, in said access devicerusing a public key 

associated with said access device; 

30 (d) receiving, in a recording device, said scrambled data component and said re- 

encrypted descrambling key; and 
(e) recording said scrambled data component and said re-encrypted descrambling 
key on media coupled to said recording device. 
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13. The method of Claim 12 wherein said scrambled program is prerecorded on media. 

14. The method of claim 1, wherein the first device is an access device and wherein the 
second device is a presentation device. 

1 5. A method for transforming in a security device, content information contained in a 
scrambled program received from a service provider comprising: 

receiving in said security device the scrambled program containing scrambled 
content information and a control word; 



10 



descrambling th e scram bled content in the security device using the cont rol 

word; 

generating in the security device another scrambling key; 
re-scrambling the content using said another scrambling key; and 
15 encrypting a local ECM containing the re-scrambled content using a unique 

key. 

16,The method of claim 15, further comprising determining user entitlement to the scrambled 
program prior to descrambling the scrambled content. 
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